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The Politics of IT Security
Laptop Theft in the Public Sector
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In  today’s  fast-­paced  world  where  quick  access  to  information  is  key,  laptops,  netbooks  and  tablets  have  become  vital  tools  

practical  advice  for  professionals  to  help  them  keep  their  mobile  electronic  devices  safe.  

preventative  action.    

So,  what  are  the  facts?

  

  
  

  

  
   Institute.  

IT  security  seriously?

incurred  as  a  result  of  data  breaches.  Crooks  that  steal  laptops  from  the  public  sector  often  do  so  because  the  information  

Cause  for  concern  

The  facts
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personal  details  were  passed  on  to  blackmailers.  

-­

electronic  data  stored  on  them.  

-­

and  other  public  sector  professionals  could  be  penalised  for  the  loss  of  unencrypted  laptops.

Laptop  theft  and  the  law
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   new  equipment  has  been  purchased.

  

  
  
  
  
  
  
  

Preventing  laptop  theft
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Hindsight  is  a  wonderful  thing.  Although  it  may  be  easy  to  criticise  the  mistakes  of  others,  it  is  essential  that  we  learn  from  

them  to  stop  the  small  mistakes,  with  potentially  devastating  consequences,  from  happening  time  and  time  again.

Case  Study:  NHS  North  Central  London

  

the  laptop.

policy  was  rendered  useless  because  the  laptop  was  taken  before  the  data  could  be  removed  by  staff.  If  the  laptop  was  

mobile  IT  devices  if  desired.  
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   to  thieves.

  
  

  
  

  
  
  

   compliance.

  
  
  

  

  
  

   between  feet.  

  
   out.  

                                            

Case  Study:  West  Sussex  Council  

an  unknown  number  of  children.  The  laptop  was  stolen  from  the  house  of  a  council  employee  and  was  believed  to  be  part  

security.
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   its  contents.  
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Case  Study:  Hull  and  East  Yorkshire  Hospitals  NHS  Trust

  

employee’s  home.

  
  

  

  
handbook   and   that   there   are   appropriate   disciplinary   procedures   in   place   to   emphasise   the   seriousness   of   staff    
compliance.
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security  measures  are  in  place  for  their  use.  If  a  computer  is  not  encrypted  and  physically  secured,  there  can  be  devastat-­

from  the  public  sector.  

-­

-­

Resources
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